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Module 4: Biological Safety, Biological Security, and Biological Weapons
Part 3: Violation of Biosecurity by Terrorists – Two Case Studies

In this part of Module 4, we consider two examples of terrorist use of biological agents. 
The first case involves the use of a foodborne bacteria, Salmonella typhimurium, by the 
Rajneeshee cult. As you may recall, the main scientist in this incident was Ma Anand 
Puja, with a relatively low level of skill attempting the easiest level of biological 
acquisition and dispersal. The other case is the Kameido incident in Japan, perpetrated by 
the apocalyptic terrorist group Aum Shinrikyo. This group attempted a biological attack 
using Bacillus anthracis in Tokyo.

The Rajneeshees were a religious cult founded in India and led by Bhagwan Shree 
Rajneesh. The group moved to the United States in the early 1980s and maintained a 
large ranch compound in rural Wasco County, Oregon called Rajneeshpuram. They 
sought to expand their land holdings and local influence, which put them at odds with 
nearby towns, such as the Dalles. The Rajneeshees planned to use biological weapons in 
1984 in an attempt to sicken enough citizens of the Dalles so they would be unable to 
vote in a local election. Although its attack sickened 741 persons with gastro-intestinal 
disease, the attempt to alter the outcome of the election was not successful.

With approximately 7,000 residents, Rajneeshpuram resembled a small, selfsustaining 
town with its own fire and police departments, restaurants, malls, airstrip, medical clinic 
and pharmacy. In 1982 Nurse Ma Anand Puja became director of the clinic and 
pharmacy. Two years later, in 1984, Bhagwan and his advisor Sheela decided to take 
political control of Wasco county after becoming embroiled in legal battles over 
Rajneeshpuram’s land use. Sheela devised the idea of sickening local residents so that 
they would not be able to go out and vote on election day in November.

Because the Rajneeshpuram clinic was licensed by the state, they could receive cultures 
of dangerous organisms as part of quality control. As such, they received bactrol disks 
containing Salmonella typhimurium bacteria, which causes the intestinal illness 
salmonellosis. The illness develops 12-72 hours after infection and can last for 4-7 days.

Nurse Puja oversaw the production of Salmonella bacteria in a secret laboratory separate 
from the clinic. In a few months’ time, the Rajneeshees had produced enough bacteria to 
fill several flasks. They used the Salmonella for the first time that August to contaminate 
water, which they offered to two county commissioners who visited Rajneeshpuram. 
Both were sickened, and one was hospitalized. In early September, cult members 



EU CBRN Courseware
Centres of Excellence, an Initiative of the European Union
Center for Nonproliferation Studies

2

contaminated two salad bars in the Dalles with Salmonella, and later that month 
contaminated the salad bars of ten restaurants altogether. The bacteria were dispersed 
using a simple spray bottle.

By October, still one month before the November elections, 751 people were reported ill 
and 45 people were hospitalized as a result of Salmonella infections. It is likely that many 
more were sickened but did not seek treatment. After the salad bar attacks, the cult made 
two attempts to contaminate the city water supply with Salmonella, but these attacks had 
no effect. Toward the end of 1984, public health officials concluded that the salad bar 
contaminations were accidental and that the Salmonella was likely introduced 
unintentionally by contaminated food handlers.

One full year after the Salmonella attacks, Bhagwan accused Sheela and her allies of 
mismanagement and attempted poisonings. Consequently, the Oregon Attorney General 
set up a joint task force between state police and the FBI to investigate the allegations. 
After obtaining a search warrant, the task force searched the compound in early October 
and found proof of the Rajneeshees’ involvement in the Salmonella attacks: bactrol disks 
containing Salmonella typhimurium and related culturing and production equipment.

Rajneesh was arrested later that month across the country in North Carolina, and Sheela 
and Nurse Puja were arrested after having fled to West Germany. Rajneesh was deported 
while Sheela and Puja received prison sentences and large fines.

Another terrorist group involved in biological weapons was Aum Shinrikyo, founded in 
Japan in the 1980s by yoga instructor Shoko Asahara. The group evolved into an 
apocalyptic religious cult that believed global nuclear war between Japan and the U.S. 
was imminent, a new race of super-humans would arise from the ashes, and Asahara 
would be the leader of God’s army as well as the super-human race. The group had 
approximately 10,000 members in Japan and 40,000 members worldwide, many of whom 
were well-educated and somewhat wealthy. The cult had an estimated net worth of 1.5 
billion dollars, mostly as a result of member contributions.

Although Aum Shinrikyo is best known for its 1995 attack on the Tokyo subway using 
the nerve agent sarin, the cult also attempted attacks with biological weapons. Its 
motivation for using chemical and biological weapons was to trigger a nuclear 
apocalypse. The nuclear war Asahara had predicted had not occurred, and he needed to 
precipitate a catastrophe in order to validate his predictions and maintain his legitimacy. 
The group carried out several biological attacks in the Tokyo area, none of which were 
successful. Their use of sarin, however, caused hundreds of casualties.

In an event known as the Kameido incident, Aum Shinrikyo attempted a biological attack 
using Bacillus anthracis in a mixed commercial and residential area of Tokyo. Bacillus 
anthracis is the causative agent for the disease anthrax.

The cult used a spray system to disperse Bacillus anthracis from the roof of an eight-
story building that it owned. A liquid suspension of the agent, which was stored in a tank 
on the ground floor, was pumped up to the roof via plastic tubing.
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Over the course of four days, residents complained of foul smells emanating from the 
building. Beginning on July 1, an intermittent mist coming out of two rooftop towers was 
noticeable. The following day, Asahara met with residents and promised to clean and 
vacate the building.

Aum Shinrikyo claimed that the foul odor was due to boiling beans and perfumes used in 
religious rites.

Activity from the rooftop devices ceased early in the morning of July 2, and the devices 
were removed that night. An investigation into the incident was impeded by a lack of 
cooperation on Aum Shinrikyo’s behalf. A sample of a gray, gelatin-like fluid falling 
down the side of the building was collected July 1; however, it remained stored in a 
refrigerator for six years and not tested until 1999. Based on chemical analyses of air 
samples and fluid collected from the building, the odor was ascribed to ammonia and 
sulfur compounds.

The building was voluntarily vacated by the cult just two weeks after the incident, and 
members stripped it of all equipment before leaving. Although the true cause of the foul 
odor remained undetermined at the time, suspicious black stains on ground floor walls 
were noticeable.

Following the 1995 sarin attack on the Tokyo subway, police began to uncover the scope 
of the cult’s illicit activities and malicious intentions. Police learned that the Kameido 
incident involved the release of an aerosol containing Bacillus anthracis and obtained 
Aum’s plans for the construction of the dispersal device, the efficiency of which is still 
unknown. We do know, however, that this biological weapon had several critical flaws: 
the device suffered from clogging when used in 1993, presumably due to the viscous, or 
thick, fluid in which the bacterial spores were suspended. Additionally, due to back 
pressure, the fluid leaked from the plastic supply tubing for the device.

When the fluid sample taken after the Kameido Incident was finally analyzed in 1999, 
Bacillus anthracis was present in the culture among other generally unimportant bacteria 
that existed on the side of the building.

The Rajneeshees and the Aum Shinrikyo bioterrorist attacks teach us several lessons. 
First, the Rajneeshees, who are responsible for the largest bioterrorist attack in the U.S. to 
date, demonstrated that a successful biological attack could be perpetrated by someone 
with a low skill level in applied microbiology. The cult easily acquired a foodborne 
pathogen, propagated sufficient quantities of it in a basic laboratory, and weaponized it 
by suspending the bacterial cells in saline that they stored in and dispersed from simple 
plastic spray bottles. Although they did not achieve their goal of changing the outcome of 
the elections, the Rajneeshees’ biological attack was still successful in causing a large 
number of casualties, unlike Aum Shinrikyo’s more sophisticated bioterrorist attempts. 
Most importantly, a similar foodborne attack could be accomplished with relative ease 
today.

Aum Shinrikyo demonstrated the potential to cause mass casualties by dispersing highly 
pathogenic organisms, but failed for one main reason: they did not acquire pathogenic 
strains of the bacteria. Among the cult’s well-educated members were a molecular 
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biologist, a medical doctor, and a chemist; however, none had technical skills in applied 
microbiology. These members knew that Bacillus anthracis and Clostridium botulinum 
would be ideal biological weapons agents and suitable for aerosol release. They 
purchased the non-pathogenic Sterne strain of Bacillus anthracis and recovered 
Clostridium botulinum from soil, both of which they easily propagated in Aum’s well-
equipped laboratory. They weaponized the Bacillus anthracis by suspending it in a 
solution, which was dispersed by a spray system over an unprotected city. Although the 
identity of the bacterial strain that they used is known, the composition of the solution is 
unknown, and the efficiency of dispersal cannot be calculated.

In sum, Aum’s attempts at bioterrorism were plagued by use of the wrong strain 
combined with faulty dispersal systems. Similar to Aum’s failed attacks using Bacillus 
anthracis, the strain of Clostridium botulinum that they weaponized was a poor producer 
of botulinum neurotoxin, and the spray system that they used was inefficient and 
probably did not create an aerosol suitable for inhalation of the agent. Aum’s experience 
demonstrates how difficult it is for persons untrained in biological weapons to develop 
these weapons and use them effectively, especially advanced biological weapons 
involving agents that are difficult to acquire and disperse via aerosol.

Both the Rajneeshee and Aum Shinrikyo cases demonstrate the importance of securing 
and controlling the distribution of biological materials. Let’s now turn to Part 4, the 
methods used for preventing breaches of biosecurity


