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Module 4: Biological Safety, Biological Security, and Biological Weapons
Part 1: Biosafety and Biosecurity

In this module we investigate the standards and procedures in place for reducing the risk 
that a disease-causing agent infects a laboratory worker, escapes the laboratory and 
infects the community outside the lab, or is deliberately released from the confines of the 
laboratory for malicious purposes. The application of special equipment, physical 
protection, best practices, and techniques for achieving a safe and secure laboratory 
environment is known as biosafety and biosecurity.

Biosafety is the application of knowledge, techniques, and equipment to prevent 
scientific workers, the public, and the environment from being exposed to infectious 
agents and other types of biohazards. Further, biosafety principles guide the conditions 
for containment—that is, the methods and equipment for safe manipulation of infectious 
agents in a laboratory.

The term biosecurity has different meanings depending on the context in which it is used. 
In the context of the laboratory, biosecurity refers to the safekeeping and prevention of 
unauthorized access to dangerous pathogens and toxins. Biosecurity can also refer to the 
safekeeping of microbial strains and biological materials of value to science and industry. 
At a community level, biosecurity is equivalent to biodefense because it refers to the 
protection of a population from biological harm. As such, biosecurity and biodefense 
involve measures by a government to prevent its population from being harmed by 
microorganisms or toxins. Measures to ensure biosecurity include quickly detecting a 
biological threat, mounting a response to it, and, should the threat be realized, leading 
recovery efforts.

The divergent goals of biosafety and biosecurity lead to the adoption of different policies. 
While the goal of biosafety measures is to prevent accidental infection or release of 
organisms and toxins, biosecurity aims to counter deliberate attempts to acquire BW 
capabilities or materials. In several realms, biosecurity measures overlap with policies on 
biosafety, agricultural security, biodiversity, and counter-terrorism.

Both biosafety and biosecurity measures seek to minimize risk. Risk is the potential for 
something undesirable to occur, whether it is foreseen or unforeseen. In this field, it is 
always the biological agent that creates or poses risk. Therefore, when conducting 
research on pathogenic agents for peaceful purposes, it is necessary to establish what 
constitutes an acceptable level of risk.
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It is important to remember that we can’t completely avoid risk. There is always a chance 
that an undesirable infection or a theft of biological agents will occur, especially from a 
laboratory where personnel work with infectious agents. However, we can reduce risk or 
the likelihood that an incident will occur. Risk, therefore, must be identified, evaluated, 
and measured. Most importantly, plans must be developed and implemented to minimize 
risk.

Since zero risk is an impossible goal, establishing what is “safe” means that some level of 
risk must be judged to be acceptable. Assessing risk and determining acceptable risk are 
subjective because they are based on human judgment. However, measuring risk is 
objective: an analyst determines acceptable risk according to certain standards, using 
available guidelines, data, and documentation.

The procedure for determining acceptable risk begins with a biosafety professional 
working with a principal investigator (PI) of a laboratory. Together they conduct a risk 
assessment using information provided by the PI. The biosafety professional’s 
assessment is then presented to an Institutional Biosafety Committee (IBC) for approval. 
In the United States, the National Institutes of Health has authority over IBCs. IBCs work 
as a liaison between the research lab and the regulators in order to protect worker health 
and public health by ensuring the implementation of proper biosafety measures.

To determine acceptable risk, the professionals listed above must consider and plan for 
the worst-case scenario. They must estimate the likelihood of different types of negative 
incidents occurring, along with the seriousness and likely consequences of such incidents. 
Then, they must determine what measures to take to respond to and resolve an incident.

Different biological agents pose different levels of risk. It is therefore crucial to 
understand the biology of the agent, as well as how it is transmitted to and affects hosts. 
Hazards posed by equipment as well as procedures used to work with the agent must also 
be assessed as they can also affect the overall level of risk. When identifying risk and 
addressing hazards, the goal is to provide the highest practical protection and the lowest 
practical exposure.

The World Health Organization (WHO) has a system for classifying biological agents 
based on the risks that they pose. The four different risk groups range from 1, low, to 4, 
high. Risk group 1 contains agents that are unlikely to cause disease and therefore pose 
low levels of individual and community risk. Agents in risk group 2 may cause diseases, 
but these typically are not serious and treatments are available. Risk group 3 includes 
agents that typically cause respiratory infections that cause serious diseases, although 
they are usually treatable. Finally, risk group 4 contains agents that cause serious or fatal 
disease that often are not treatable. In addition, group 4 agents often are contagious and 
therefore pose a high risk not only to individuals but also to communities.

The WHO has also developed a system that depends on biosafety levels (BSLs) for 
managing dangerous pathogens. There are four BSLs that range from 1, low, to 4, high. 
BSLs are quite different than Risk Groups. Risk Groups are used to conduct assessments 
of risks posed by different kinds of agents, while BSLs define the conditions under which 
every pathogen is to be handled in the laboratory or transported from site to site. BSLs 
thus structure the procedures and measures necessary to prevent agents from infecting 
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workers and communities. These measures include specially designed facilities, safety 
equipment in laboratories, established best practices, and the use of personal protective 
equipment. The BSL required to work with a certain agent is determined by the risk of 
the proposed work and the risk group to which the pathogens belong.

BSL-1 facilities are those in which low-risk work can be conducted with risk group 1 
agents. These agents are well known non-pathogens that can be worked on at an open 
bench without containment measures. Nonetheless, even with group 1 agents, scientific 
workers need to follow good laboratory practices, proper waste disposal, and aseptic 
techniques. One example of a group 1 agent is the Escherichia coli K-12 strain, which is 
commonly used in molecular biology labs and worked on under BSL-1 conditions.

At the BSL-2 level, work is done with group 2 agents, which are those that pose moderate 
hazards to personnel or the environment. It is not necessary to use a specially designed 
lab, though access to the lab should be restricted and containment procedures should be 
used during certain processes. Containment of agents being worked on includes the use of 
biological safety cabinets and fume hoods, as well as autoclaves that sanitize equipment 
with superheated steam. As always, good laboratory practices should be followed. Types 
of agents used in work at the BSL-2 level include most non-respiratory, non-lethal 
bacteria.

Research on agents that pose high hazards to personnel or the environment, such as group 
3 agents, must be conducted at the minimum in a BSL-3 facility. These high-risk agents 
can spread through aerosol transmission and therefore are often contagious, and are 
capable of causing serious or lethal disease. In a BSL-3 lab, all work must be contained in 
a controlled, negative pressure environment that keeps infective aerosols inside the 
laboratory in case containment is breached. Additionally, access to the lab is very limited 
and restricted only to cleared individuals. Examples of group 3 agents requiring BSL-3 
level containment are SARS and Mycobacterium tuberculosis, which is the causative 
agent of tuberculosis.

Agents requiring BSL-4 level of containment, typically group 4 pathogens, pose 
extremely high hazards to personnel or the environment and are highly transmissible and 
potentially lethal. Importantly, there are no vaccines or treatments available for these 
agents. As such, BSL-4 labs are airtight and have total containment measures including 
“submarine” doors, air pumps, negative pressure, and HEPA filtration to help ensure that 
the infectious, deadly agents cannot escape. Additionally, laboratory workers must wear 
so-called “moonsuits,” which are connected to an independent air supply and have 
positive pressure to expel any agents that might breach the barriers.

While biosafety and biosecurity work together to reduce the likelihood of an accidental or 
deliberate release of biological agents, there is always some risk of human error or 
calculation leading to a disease event. It is possible for those seeking to develop 
biological weapons to find the means and the methods to do so. However, the process of 
acquiring the means and developing the expertise is also so challenging, it is more often a 
state-level activity than that of a non-state actor. In the next two parts of this module, 
we’ll discuss the violation of biosafety and biosecurity by both states and terrorist groups.


